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ɽʽʞʯ˂ʉ˂ɰɭʵʃႆৰޙࣃᝢ
ʟɱʴʃܤޙ᪋۾ޙ୫ޙ᥂ɽʩʯʕɻ˂ʁʱʽޙᇼ
ᯚ ႎ ஥ ъ
±® ɂȫɔȾ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃ 1) ɥȼșᐎțɞȞȻȗșȦȻɂǾষڨɁ᫖ފԇȟ᣹ɦȳး͍
Ɂ࿡มȾȝȗȹɂǾȠɢɔȹ᥾ᛵȽਰಘ̜ᬱȺȕɞȻ᜘țɞǿɕȴɠɦȰɟɜɂȈױমȉ
ɁژໄȞɜȬɟɃǾȈমȉȾґ᭒ȨɟɞɕɁȺȕɞǿȪȞȪȽȟɜȰɟɜɁȈমȉȟȦɟ
ɎȼɑȺȾਾȁɁᇋ͢Ⱦ๝ᣥȪǾᑦݏɥ˫țȹȗɞȻȗșး޴ɥǾ຅ȢᝓឧȪȽȢȹɂȽ
ɜȽȗǿ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɁސ٣ɂǾȲȻțȰɟȾ৞౫ˁᄉდȪȽȢȹɕႃ۾Ƚૺ܅ɥɕ
ȲɜȪȹȗɞǿȲȻțɃǾɰɭʵʃ᩻឴ʇʟʒɥ᠔оȬɞکնȾɂጽຑᄑ២આȟᄉႆȬɞǿ
ǽɑȲǾɰɭʵʃ᩻឴ʇʟʒɂࢠᮢᄶ᛾ټɁʇʟʒɰɱɬȺȕɞکնȟ۹ȢǾȈɽʽʞʯ˂
ʉ˂៾ໃȉɥȞȽɝ๡៵ȬɞǿȷɑɝǾȈɰɭʵʃ᩻឴ʇʟʒɥൡᑤȨȮɞȉȲɔɁȈʨ
ʁʽॴᑤȉȟ॒ᛵȻȽɞǿࢠᮢټɁɰɭʵʃ᩻឴ʇʟʒɥጸɒᣅɦȺΈႊȪȹȗɞʨʁʽ
ȾȝȗȹǾȈጸɒᣅɦȺȗȽȗȉ࿡ৰȻպሌ࣊Ɂʛʟɳ˂ʨʽʃɥीɞȲɔȾɂǾȞȽɝ
ɁȈCPUॴᑤɁɺʶ˂ʓɬʍʡȉȈ۶᥂ᜤਝɋɁɬɹʅʃᣱ࣊Ɂտ˨ȉȈᣮαو፷ॴᑤɁ
տ˨ȉȟ॒ᛵȻȽȶȹȪɑșǿɰɭʵʃ᩻឴ɂǾȰɟɜɁॴᑤɁˢ᥂ɥȈ࿚࿏ȉȾȪȹ޴
ᚐȨɟȹȗɞɁȟး࿡ȺȕɞǿɕȴɠɦǾȈɰɭʵʃ᩻឴ʇʟʒɥጸɒᣅɦȺȗȽȗ࿡ৰȉ
Ȼպሌ࣊Ɂॴᑤɥ޴းȪɛșȻȬɞȽɜɃǾȨɜȽɞҋ៵ȟ॒ᛵȻȽɞǿ
ǽɑȲǾᣮα஽ȾȈး఍੫ᚓȾȝȗȹΈႊȬɞȦȻȟժᑤȺȕɞȾɕȞȞɢɜȭǾȰɁΈ
ႊȾɛȶȹΠᄬȟΖ˫Ȩɟɞ᭒ɁൡᑤȉɁˢ᥂ɂǾȈɽʽʞʯ˂ʉɰɭʵʃȉɁސ٣Ⱦɛȶ
ȹȈΈႊ˪ժȉɕȪȢɂȈΈႊȪȽȗȦȻȟఖɑȪȗȉȻȗș࿡มȟސ٣ȬɞǿȲȻțɃǾ
JavaScriptɗActiveXǾJavaAppletȽȼɂǾȈᣮࢠΈႊȉȾᩜȪȹɂץᭉȽȗȻ९ɢɟɞȟǾ
Ȉ٥˩ጕ (UGጕ )ȉɿɮʒɥᜪɟɞکնȾɂȈɴʟȉȾȬɞȦȻȟఖɑȪȗǿɕȪɕȈɽ
ʽʞʯ˂ʉ˂ɰɭʵʃȉɁ॑ᥓȟȽȤɟɃǾȰɟɜɥȈࢠ஽ɴʽȉȾᜫްȪȲɑɑȺɁᩣ
ᜄȟժᑤȻȽɞǿး࿡ǾȈᣮࢠΈႊȉȾᩜȪȹɂɎɏץᭉȽȗȟǾᣡȾ᜘țɃȈʴʃɹȉȻȈʴ
ʉ˂ʽȉɥሃȾȞȤȹǾȈʴʉ˂ʽȉȾ᥾Ƞɥȝȗȹȗɞ࿡ৰȺȕɞǿछུɁȦȻȽȟɜǾ
ȰɁکնȾȝȗȹɂȈʴʃɹɂ੪ᅺɁ˨ȉȺΈႊȪȹȗɞȦȻȾȽɞȟǾ޴᪨Ⱦᚱ޼ɥՙ
Ȥȹȗɞ̜΍ɂߵȽȢȽȗǿ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾԨȽɞʚɺȺɕǾԨȽɞ˪ඩᚐའȺɕȽȗǿȰɟɜɥႆႇ
ȬɞᛏͽᐐɁȈ˪୽ɁӓӌȉȾɛȶȹȦɁ˰ႜȾސ٣ȪȷȸȤǾ̾ȦɁᅨᩖȾɕǾȼȦȞ
Ɂɿ˂ʚ˂ɗʰ˂ʀ˂ɁȈষڨͤᤎȉɥ᩼޼ȪȹȗɞǿयɜȈɽʽʞʯ˂ʉ˂ɰɭʵʃȉ
ɁᛏͽᐐȾɂǾ஥ɜȞȽȈ৙َȉȈম৙ȉȟސ٣ȪȹȗɞǿటᆅሱɂǾɽʽʞʯ˂ʉ˂ɰɭ
ʵʃɁចറᄾȾᩜȪȹӿજᄑȽឰᝲɁکɥഫኳȬɞȦȻɥȰɁ˿ȲɞᄻᄑȻȪȹȗɞǿឰ
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ᝲȟᚐɢɟɞȲɔȾɂǾцᣮᝓឧȟ॒ᛵȞȷ˪ժඑȺȕɞǿˢȷɁႊ᝙ɥպȫ৙֞ȺΈႊ
Ȭɞ̝ᐐɁᩖȺȪȞǾ఍ӛȽឰᝲɂ਽቏ȪȽȗǿȪȞȪȽȟɜǾɽʽʞʯ˂ʉ˂ɰɭʵʃ
ɁចറᄾȾᩜȪȹɁႊ᝙ɗകॡȾᩜȪȹɂǾȰɁΈႊᐐȾɛȶȹȞȽɝɁϡࢃȟސ٣ȪǾ
Ȱɟȟɽʽʞʯ˂ʉ˂ɰɭʵʃɥᐎțǾឰᝲȬɞșțȺǾ᪩޼ȻȽȶȹȗɞȻȗșး࿡ȟ
ސ٣ȬɞǿȪȲȟȶȹǾటంȺɂǾɑȭቼˢɁ෉᪡ȻȪȹ॒ᛵȽɁɂകॡɁ୥ျȺȕɞȻ
ȗșᝓឧɁɕȻǾްᏲȝɛɆґ᭒ȾԚґȽጤࢥɥ៵ɗȪȲǿȨɜȾǾɽʽʞʯ˂ʉ˂ɰɭ
ʵʃȾ͇᪢ȪȹᄉႆȬɞറȁȽး៎ȾᩜȪȹɕǾպറɁцᣮᝓឧɥढ਽ȬɞȦȻɥَ͙Ȫ
ȹȗɞǿ
ǽȨɜȾȰɁ᪨Ǿᝓ ឧɁژᄷɥȼȦȾᏚȢȞȻȗșץᭉȾᤜᤃȬɞǿȦɟɑȺǾɽʽʞʯ˂
ʉ˂ɰɭʵʃɂȈԨȽɞ˪ඩʡʷɺʳʪȉȻȪȹᝓឧȨɟґ᭒ȨɟȹȠȲǿȰɟȟᩖᤏȗ
ȺȕȶȲɢȤȺɂȽȗȟǾȦɁץᭉȾߦѿȬɞȲɔȾɂȈ୿ȪȗᝓឧɁౕጸɒȉȟ॒ᛵȺ
ȕɞȻᐎțɜɟɞǿɽʽʞʯ˂ʉ˂ɰɭʵʃɁȈํᚐȉɥժᑤȽ᪅ɝߵȽȗɕɁȻȪǾȰ
Ɂᚱ޼ɥఊߴ᪅ȾੱțɞȲɔȾɂǾȰɁట᠎ɥસțɞ॒ᛵȟȕɞȻᐎțɞǿటᝲȺɂǾ͏
˩ȾᇉȬژటᄑȽᝓឧɥްᏚȬɞǿ
1)ɽʽʞʯ˂ʉ˂ɰɭʵʃɥǾɰɭʵʃޙˁ჆ޙˁ̙᩻ԗޙɁ᛾ཟȞɜસțɞǿ
2)ɽʽʞʯ˂ʉ˂ɰɭʵʃɁ޴ͶɥǾȈɬʵɾʴʄʪȉȻᐎțɞǿ
ǽ˨ᜤ 1)ɥްᏚȬɞျႏɂǾஒސɁǾ਽ӎȪȲޙץґ᥿ȾȝȤɞᅺ᛻ɥఊ۾᪅ȾҟႊȬ
ɞȦȻȟǾȦɁץᭉɥᜓขȬɞȲɔɁᣋᤍȺȕɞȻᐎțɞȦȻȾɛɞǿɰɭʵʃˁޙ ჆ˁޙ
̙᩻ԗޙɂǾȈԗޙᄑɰɭʵʃȉɁ৞౫᩻ඨɗผჵȾᩜȪȹǾᆬِȲɞ޴᎝ɥ˨ȥȹȗɞǿ
ɕȪɕȰɁґ᥿Ɂᅺ᛻ɥ๊ႊ /юષȬɞȦȻȟժᑤȺȕɟɃǾץᭉᜓขɁәӌɥᕻȪȢᢌ
ນȬɞȦȻȟȺȠɞǿ࿑ȾǾး٣ȾȝȤɞȈɽʽʞʯ˂ʉ˂ɰɭʵʃߦኍȉɂǾȈᄉႆȪǾ
ᖲ࣫Ȫȷȷȕɞɽʽʞʯ˂ʉ˂ɰɭʵʃȉȞɜ᫖ފൡبȽȼȺഫ਽ȨɟɞʁʃʐʪɥȼɁ
ɛșȾ᩻឴ȬɞȞȻȗș৙֞ȺȈߦდჵศᄑȉȽɕɁȻȽȶȹȗɞȟǾట఼Ȉ̙᩻ԗޙȉȈ჆
ޙȉᄑȾᐎțɞȽɜɃǾȰɁႇႆ /ᄉႆɁ᭄࣊Ƚȼɥນ᚞ȨȮɞȦȻɥᐎțȽȢȹɂȽɜ
Ƚȗǿ
ǽ˨ᜤ 2)ɂǾ1)ɥްᏚȪȲȦȻȾɛȶȹ͇᪢ᄑȾᄉႆȬɞȈകॡɁ᛻ᄽȪȉȺȕɞǿ᣹ԇˁ
৞౫ˁᄉდɁյ෉᪡ɥȢɑȽȢ፤ᏣȪȷȷȈԗޙᄑɰɭʵʃޙȉȾȝȤɞᅺ᛻ɥ૵ႊȪɛ
șȻᐎțɞکնȾɂǾ˨ ᜤ 2)ɁɛșȽȈകॡɁ۰௿ȉȟ॒ᛵȻȽɞǿȽȯȽɜǾɽʽʞʯ˂
ʉ˂ɰɭʵʃɁȈ᣹ԇ (ɕȪȢɂ̦ሗɁᄉႆ )ɂǾȰɟɥͽ਽ȬɞȈʙʍɵ˂ȉɁᑲюȺ
ᠭȦɞ̜៎ȳȞɜȺȕɞǿɽʽʞʯ˂ʉ˂ɰɭʵʃɂȈ߂˿ (ȪɘȢȪɘ )ȉȺȕɞʙʍɵ˂
ȾᝲျᄑȾ৞౫ȪǾȰȦȺȈ᣹ԇȉȪǾȨɜȾȰȦȞɜͅɋȻȈ৞౫ȉȪȹȗȢǿȰɁȻ
ȠǾɽʽʞʯ˂ʉ˂ɰɭʵʃɁȈ޴ͶȉɂǾ᫖ފᄑষڨȻȪȹᜤᣖȨɟȲʡʷɺʳʪȺɂ
ȽȢǾȈɬʵɾʴʄʪȉȺȕɞȻᐎțɞ॒ᛵȟႆȫɞǿȰɁ᪨ǾȈɽʽʞʯ˂ʉ˂ɰɭʵʃ
ɁɬʵɾʴʄʪɥᅺɞȉȦȻȟȈ˹ᩖ߂˿ɋɁ৞౫ 2) ȉȻȽɞȻᐎțɜɟɞǿ
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²® ɽʽʞʯ˂ʉ˂ɰɭʵʃႆৰޙȾȝȤɞᛵጨകॡɁްᏲɁ૬ಘ
2.1.കॡɁ୥ျ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɥȈᒲུɰɭʵʃ (ԗޙᄑɰɭʵʃ )ȉȻᄾպɁഫᣲɁɕȻȾ
ੰ૱ȪɛșȻȬɞటᝲȾȝȤɞᝁɒȾɂǾˢ ᥂Ⱦٌᫍȟސ٣ȬɞǿȰɟɂǾɽʽʞʯ˂ʉ˂
ɰɭʵʃȟ 2ȷɁႱȽɞറᄾɥ఍ȪȹȗɞȦȻȾɛɞǿɑȭǾɽʽʞʯ˂ʉɰɭʵʃɂȈɬ
ʵɾʴʄʪȉȺȕɞǿȦɟɂǾȬɌȹɁɽʽʞʯ˂ʉ˂ɰɭʵʃȟͷɜȞɁȈʡʷɺʳʪȉ
ȻȪȹ᭎٣ԇȬɞȦȻȾႏ఼ȬɞǿȈʡʷɺʳʪȉȻɂǾȕɞ̷ᩖɁᑲюȾސ٣ȪȹȗɞȈɬ
ʵɾʴʄʪȉɁ᭎٣ढȺȕɞǿȪȲȟȶȹǾʡʷɺʳʪȟސ٣ȬɞȻȦɠȾɂǾȞȽɜȭ
ȰɁҰ෉᪡ȻȪȹɁɬʵɾʴʄʪȟސ٣ȬɞǿɬʵɾʴʄʪȻɂȈ໮አਖ਼ᬲȉȺȕɝǾȰ
ɟȾɛȶȹȈʡʷɺʳʪȉȟႆ਽Ȩɟɞǿ
ǽȪȲȟȶȹǾɽʽʞʯ˂ʉ˂ɰɭʵʃɥᐎțɞ෉᪡ȾȝȗȹɂǾȦɁȈɬʵɾʴʄʪɁ
ͤଞȉȻȈɽʽʞʯ˂ʉ˂ɰɭʵʃɁͤଞȉɥҝȻȪȹᐎțɞ॒ᛵȟސ٣ȬɞǿȪȞȪȽ
ȟɜǾȨɜȾץᭉɥᛓ᫆ȾȪȹȗɞɁɂǾȦɁ̝ȷ (ɬʵɾʴʄʪɁͤଞȻǾɽʽʞʯ˂
ʉ˂ɰɭʵʃɁͤଞ )ȟǾ˪ ժґȺȕɞکնɥ৊ްȺȠɞȞɜȺȕɞǿȲȻțɃǾȕɞȈɽ
ʽʞʯ˂ʉ˂ɰɭʵʃɁ޴ᚐढࣻɁɽ˂ʓȉȟސ٣ȬɞکնǾȰɟɥᣡɬʅʽʠʵɕȪȢ
ɂᣡɽʽʛɮʵȬɞȦȻȾɛȶȹǾȰɁȈɬʵɾʴʄʪȉɥᅺɞȦȻȟȺȠɞ (۹ȢɁȈʙʍ
ɵ˂ȉɂȰɁɛșȽਖ਼ᬲɥᡍɓȦȻȾɛȶȹǾȰɁɬʵɾʴʄʪɥޙɉ )ǿȪȲȟȶȹǾ
ɽʽʞʯ˂ʉ˂ɰɭʵʃɁͤଞȰɁɕɁȟǾȈɬʵɾʴʄʪɁͤଞȉɥৎᠭȬɞکնȟȕɞǿ
ǽȪȞȪछུɁȦȻȽȟɜǾጠዩȽ৞౫ᐐȾȝȗȹɂǾȈɬʵɾʴʄʪȉȰɁɕɁɂͤଞ
ȮȭǾΈႊȪȹȗɞʨʁʽȟȈ৞౫ȬɞȉɁɒȺȕɞǿ
ǽటᝲȾȝȗȹɂǾȰɟɜɁᤏȗɥҰ૬ȻȪȷȷǾᒲུɰɭʵʃޙȾȝȤɞȈᒲུ߂˿ȉ
Ȉ˹ᩖ߂˿ȉȈ৞ՙॴ߂˿ȉȈݨ̿߂˿ȉȈጶ߂˿ȉȻȗșᛵጨകॡɥǾɽʽʞʯ˂ʉ˂ɰɭ
ʵʃɥᐎțɞȲɔȾѓްᏲȬɞȦȻɥᝁɒɞǿ
ḧᒲུ߂˿
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɁȈɬʵɾʴʄʪȉɥᑲюȾᅺឧȻȪȹ఍Ȫȹȗɞ̷ᩖɁșȴǾ
ȰɁɬʵɾʴʄʪɥႊȗȹ޴᪨ȾȈম৙Ɂȕɞʡʷɺʳʪȉɥͽ਽ȪȽȗ̷ᩖɁȦȻɥ઩
ȬǿɕȴɠɦǾ޴᮷ᄑȾͽ਽Ȭɞکնɥ৊ްȬɞȦȻȟȺȠɞȟǾȰɁکնɁͱᏚȸȤɂ
ᫍȪȢȽɞǿȲȻțɃኂᐐɂȦȦȺȗșȈᒲུ߂˿ȉȺȕɞȟǾး࿡Ⱦȝȗȹɂɰɭʵʃ
ɥͽɞժᑤॴɂᄒིȺȕɞɕɁɁǾᤈՍȾȝȗȹɂ޴᮷ᄑȾͽ਽ȪȲȦȻȟȕɞǿብᄑȾ
᜘șȽɜɃȈȲȻțͽ਽ȪȲȻȪȹɕǾΈႊȪȽȗȉȻȗșکնȾȈᒲུ߂˿ȉȺȕɞȻ
ȬɞǿˢᓐȾᒲུ߂˿ɂᣮαጕɁᆅሱᐐɕȪȢɂɲʽʂʕɬȺȕɞǿ
Ḩ˹ᩖ߂˿
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɁȈɬʵɾʴʄʪȉɥǾͅȞɜͤଞȨɟǾȰɟɥ޴᪨Ⱦ޴ᚽȬ
ɞ (ʡʷɺʳʪȻȪȹɽ˂ʓԇȪǾ޴᪨ȾΈႊȬɞȦȻ )ᐐɁȦȻɥ઩ȬǿȦɁ˹ᩖ߂˿
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ȾȝȗȹǾȈᒲུ߂˿ȾȝȗȹɂɬʵɾʴʄʪȺȪȞȽȞȶȲɕɁȉȟǾ޴ᚽȨɟǾး޴
Ⱦᚱ޼ɥɕȲɜȬȈʡʷɺʳʪȉɕȪȢɂȈʁʃʐʪȉȻȽɞǿȪȲȟȶȹǾ˹ᩖ߂˿ɂ
Ȉ̷ȉȺȕɞǿ˹ᩖ߂˿ɂǾȈʡʷɺʳʩʽɺȉɥᤁᚐȪșɞ੫ᚓɥ఍ȬɞɲʽʂʕɬȺȕ
ɞکնȟ۹ȗȟǾற̾Ɂ̜΍ȺɂȈȨɎȼɁ੫ᦀɥ఍ȪȹȗȽȢȹɕȉɽʽʞʯ˂ʉ˂ɰɭ
ʵʃɁʡʷɺʳʪɥͽ਽ȬɞȦȻɂժᑤȽɁȺǾ॒ȭȪɕɲʽʂʕɬɗᆅሱᐐȾ᪅ɜɟɞ
ɢȤȺɂȽȗǿ
ḩ৞ՙॴ߂˿
ǽऻȾᝢ஥ȬɞȈጶ߂˿ȉȈݨ̿߂˿ȉɥֆɦȳകॡȺȕɞǿ˹ᩖ߂˿Ⱦɛȶȹႆ਽Ȩɟ
Ȳɽʽʞʯ˂ʉ˂ɰɭʵʃȾ৞౫ȪǾͷɜȞɁȈᄉდȉɥȬɞʁʃʐʪᴬʙ˂ʓɰɱɬɕ
ȪȢɂ̷ɥ઩Ȭ 3)ǿȦȦȺ᜘șȈᄉდȉȻɂǾԨȾᆍە๊ӦɁɒȽɜȭǾ໿͟ȪȹͅɁʙ˂
ʓɰɱɬɋɁ৞౫Ɂݨ̿ȻȽɞɕɁɕֆɓǿɑȲǾ৞ՙॴ߂˿ȟᄉდȬɞȻȠǾȰɁᄉდ
ɁՁىȻȽɞᛵጨɥȈგՁॴȉȻ֣ɉǿ
Ḫݨ̿߂˿
ǽ৞౫ȪȲʁʃʐʪᴬʙ˂ʓɰɱɬᴬ̷ȾȝȗȹɂȈᚱ޼ȉɥᄉႆȮȭǾԨȾҝɁʁʃʐ
ʪȽȼɋɁ৞౫ɁᠴȟȞɝȻȽȶȹȗɞکնɁȦȻɥ઩ȬǿᣋࢳȺɂǾbotȾȝȤɞ໿͟
৞౫Ƚȼȟ͍᚜΍Ⱥȕɞǿ
ḫጶ߂˿
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃȾ৞౫ȬɞȦȻȾɛȶȹǾͷɜȞɁᚱ޼ɥᖑɞʁʃʐʪɗʙ˂
ʓɰɱɬɁȦȻɥ઩Ȭ ´© ǿ۹ȢɁکնǾ೫ᅺȨɟǾ᪍ՍȨɟɞǿɕȪȢɂǾʁʃʐʪȰ
ɁɕɁȟᆍەȨɟɞȦȻɛȶȹǾ৞౫ȟጶ̘ȬɞǿɕȴɠɦǾጶ߂˿Ȟɜ୿ȲȽ৞౫ȟࢿ
ȟɞȦȻɕȕɞǿ
ǽ˨ᜤɁɛșȾǾᒲུ߂˿ȾብɥᄉȬɞɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾ˹ ᩖ߂˿ɥጽႏȪȹǾ
৞ՙॴ߂˿ˁݨ̿߂˿ɋȻᒴɝǾఊጶᄑȾɂጶ߂˿ɋȻҢᤎȬɞǿȰɁɛșȽറৰɥటᝲ
ȺɂȈɽʽʞʯ˂ʉ˂ɰɭʵʃɁʳɮʟɿɮɹʵȉȻ֣ɉǿ
2.2.ɽʽʞʯ˂ʉ˂ɰɭʵʃɁްᏲ
ǽɽʽʞʯ˂ʉ˂ɰɮʵʃȾᩜȬɞްᏲȾɂറȁȽɕɁȟސ٣Ȫȹȗɞǿcomputer virus 
Ȼȗșႊ᝙ɥޙᚓᄑȽ୫ᑩȾȝȗȹఊқȾΈႊȪȲɁɂ Fred CohenȺȕɞȻȨɟɞ 5)ǿ
Cohen(1984) ȾɛɟɃǾɽʽʞʯ˂ʉ˂ɰɭʵʃȻɂǾ
ǽȈቼ˧ᐐȟͽ਽ȪȲʡʷɺʳʪȾǾȰɟᒲᡵɁɽʞ˂ɥֆɑȮɞȲɔȾǾȰɟɜɁʡʷ
ɺʳʪɥεඩȬɞȦȻȾɛȶȹͤ౫ȬɞȦȻȟҋ఼ɞʡʷɺʳʪȉ
ȺȕɞȻȨɟɞ ¶©ǿȪȞȪȽȟɜȦɟɂߵȁȕȗɑȗȽްᏲȺȕɞǿஓటȾȝȗȹɂǾȦ
ɟɥߵȁ୎۰ȪȲɕɁȟΈႊȨɟȹȗɞǿȬȽɢȴǾ
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ǽȈቼ˧ᐐɁʡʷɺʳʪɗʑ˂ʉʣ˂ʃȾߦȪȹ৙َᄑȾͷɜȞɁᚱ޼ɥՒɏȬɛșȾͽ
ɜɟȲʡʷɺʳʪȺȕɝǾ৞౫ൡᑤǾ໿͟ൡᑤǾᄉდൡᑤɁˢȷ͏˨఍ȬɞɕɁǿȉ
ȻȗșްᏲȺȕɞ 7)ǿ
ǽȦɟɂǾɽʽʞʯ˂ʉ˂ɰɭʵʃɁްᏲȻȗșɛɝɂǾɓȪɠȈম᠎ʇʟʒ
=malwareȉɁްᏲȺȕɞȻȗșɌȠȺȕɞȟǾటంȾȝȗȹɂǾȦɁްᏲɥɕȶȹȈࢿ
ᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃȉȻȬɞǿȪȲȟȶȹǾ
ࢿᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃǽ=ǽম᠎ʇʟʒ (malware)
ȻȽɞǿ
ǽȪȞȪȦɁްᏲɕԚґȽɕɁȺȕɞȻɂȗțȽȗǿȽȯȽɜǾȦɁްᏲȾȝȗȹɂǾɽ
ʽʞʯ˂ʉ˂ɰɭʵʃɁᛏͽᐐɥᝓឧȪțȽȗȞɜȺȕɞǿɽʽʞʯ˂ʉ˂ɰɭʵʃȻɂǾ
˨ᜤȺްᏲȨɟȹȗɞɛșȾȈͽɜɟȲʡʷɺʳʪȉȺȕɞǿటంɁژటᄑ቏ᑬཟɂǾȈɮ
ʽʟʵɲʽʀɰɭʵʃȉȽȼɁɛșȽȈᒲུɰɭʵʃȉɁᆅሱґ᥿ȾȝȗȹڗɢɟȹȠȲ
ਖ਼ศɗᅺ᛻ɥȈɽʽʞʯ˂ʉ˂ɰɭʵʃȉȾख़ႊȬɞȦȻȺȕɞǿ
ǽȦȦȺɂǾɑȭ͏˩Ɂ 2ሗ᭒ɁްᏲɥްᏚȬɞǿ
1)ȈࢿᏲɁȉɽʽʞʯ˂ʉ˂ɰɭʵʃ
ǽటᝲȾȝȤɞȈࢿᏲɁȉɽʽʞʯ˂ʉ˂ɰɭʵʃȻɂǾɽʽʞʯ˂ʉ˂ɁΈႊɥݨ̿Ȼ
Ȫȹͤଞˁ ৞౫ȬɞǾȈষڨɁႾᣮɥ᩼޼ȬɞষڨىފȉɁȦȻɥ઩ȬǿȦɁްᏲȾȝȗȹɂǾ
botǾʹ˂ʪǾʠʳɰʀ˂ɹʳʍʁʭ˂Ǿɿ˂ʝʃܶ޼ʡʷɺʳʪ (DOS)Ƚȼɕֆɑɟɞǿ
ǽȷɑɝǾȈɽʽʞʯ˂ʉ˂Ⱦɛɞ᫖ފᄑȽষڨɁՙȤຝȪȾɛȶȹ৞౫ȬɞȉɕɁȺȕ
ɞȾɕȞȞɢɜȭǾȈɽʽʞʯ˂ʉȾɛɞ᫖ފᄑȽষڨɁՙȤຝȪɥ᩼޼ȬɞȉɕɁȺȕ
ɞǿȦɁȈᅶᅀȪȲഫ਽ȉȟǾɽʽʞʯ˂ʉ˂ɰɭʵʃɁȈࢿᏲȉɁްᏲȻȪȹ᥾ᛵȺȕ
ɞǿᒲɜɂ᫖ފᄑͤଞݨͶȾɛȶȹછୠȪȷȷɕǾȰɁȈষڨɁɗɝȻɝȉɥ᩼޼ȬɞȦ
ȻɥᄻᄑȻȬɞɕɁȺȕɞȻȗșȈᅶᅀȉɥધȶȹȗɞǿȦɁ৙֞ȾȝȗȹɁȈɽʽʞʯ˂
ʉ˂ɰɭʵʃȉɂǾ॒ȭȪɕȈ᫖ފᄑȽढৰȉɥίધȪȹȗȽȢȻɕȞɑɢȽȗǿȈষڨ
ɁႾᣮɥ᩼޼ȬɞȲɔɁͷɜȞɁ৙ॖȉȟȰȦȾސ٣ȪǾȰɟȟ޴᪨ȾȈষڨɁႾᣮɥ᩼
޼ȪșɞȉढɥɕȶȲ஽ཟȺǾȰɟɂȈɽʽʞʯ˂ʉ˂ɰɭʵʃȉȺȕɞȻȗțɞǿȲȳ
ȪǾछུȺɂȕɞȟǾԨȾȈ̷འᄑȽܶ޼๊ӦȉɗȈܶ޼ᚐའȉɂǾɽʽʞʯ˂ʉ˂ɰɭ
ʵʃȺɂȽȗǿɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾȈ᫖ފᄑȾǾԨ࿲Ⱥȉ๊ӦȪșɞढৰɥધȶ
ȹȗɞ॒ᛵȟȕɞǿȈࢿᏲȉɁکնȾɂǾȰɁ໿٣ᄑढࣻɕֆɓɕɁɁǾఊጶᄑȾɂǾͷ
ɜȞɁȈ᫖ފᄑݨͶȉȻȪȹɁ᚜းढɥધȷ॒ᛵȟȕɞǿ
ǽటᝲȾȝȗȹɂȈɽʽʞʯ˂ʉ˂ɰɭʵʃȉȻȗșکնǾ࿑ȾȦȻɢɝɁིȗکնǾȰ
ɟɂȈࢿᏲɁȉɽʽʞʯ˂ʉ˂ɰɭʵʃɥ઩ȬǿȰɟɂఊጶᄑȾɂȈ᫖ފᄑȽʡʷɺʳʪȉ
ȽȼɁढৰɥᇉȬɕɁɁǾ॒ȭȪɕȰɁढৰɥͧȶȹȗɞɕɁɃȞɝȺɂȽȗǿ
ȈࢿᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃȉɂǾȈᒲࢄۄ඾ൡᑤȕɝȉȻȈᒲࢄۄ඾ൡᑤȽȪȉɁ̝
ȷȾ۾ȠȢґ᭒ȨɟȹȗɞǿȈᒲࢄۄ඾ൡᑤȉȻɂǾɽʽʞʯ˂ʉ˂ɰɭʵʃȟᒲɜɁᛓ
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ᛏɥͽɝǾȨɜȾҝɁʁʃʐʪȽȼɋȻ৞౫ȪȹȗȢȦȻɥᇉȬǿ
 2)Ȉ࿳ᏲɁȉɽʽʞʯ˂ʉ˂ɰɭʵʃ
Ȉ࿳ᏲɁȉɽʽʞʯ˂ʉ˂ɰɮʵʃȻɂǾɽʽʞʯ˂ʉ˂ɁΈႊɥݨ̿ȻȪȹͤଞˁ৞౫
ȬɞȈɽʽʞʯ˂ʉႊȾͽ਽ȨɟȲ˪ඩȽʡʷɺʳʪȉɁȦȻɥ઩ȬǿȦȦȺȈ˪ඩȉȻ
ɂǾȰɁΈႊᐐɁట఼Ɂ৙َȻɂႱȽɞȻȗș৙֞ȺȕɞǿȕɞʨʁʽɁΈႊᐐȟȈ˪ඩ
ȽʡʷɺʳʪȉȾɛȶȹǾȰɁ৙َȻɂҝɁӦͽɥͺЕȽȢȨɟȲȻȠǾȰɟȟȈ࿳ᏲɁȉ
ɽʽʞʯ˂ʉ˂ɰɭʵʃȻȽɞǿȦɁްᏲȺɂȰɁʡʷɺʳʪͽ਽ᐐɁ৙َɗᄻᄑȽȼȟ
ץᭉȽɁȺɂȽȢǾΈႊᐐɁ৙َɥ᩼޼ȬɞʡʷɺʳʪȺȕɞȦȻȟ᥾ᛵȻȽȶȹȗɞǿ
 
 
³® ɽʽʞʯ˂ʉ˂ɰɭʵʃႆৰޙȾȝȤɞᛵጨകॡɁകႩ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾᣮࢠʙʍɵ˂ɁᑲюȺষڨىފȻȪȹᄉႆȪǾʡʷɺʳʩ
ʽɺȽȼɁ஁ศȾɛȶȹ᫖ފᄑȽढɥीɞǿɑȲǾȰɟɂষڨىފȺȕɞȲɔȾǾȰɁ᚜
းढࣻɂȞȽɜȭȪɕȈ᫖ފᄑȉȽढɥȻȶȹȗɞ॒ᛵɂȽȗǿ୫ޏȻȪȹ᚜းȨɟɞک
նɕȕɟɃǾَȻȪȹ᚜းȨɟɞکնɕȕɞǿȪȞȪȽȟɜǾȰɟȟ޴᪨Ⱦ๊ӦȬɞکն
ȾɂǾ᫖ފᄑȽढɥȻɞ॒ᛵȟȕɞ ǿ
3.1.ᒲུ߂˿ȾȝȤɞႆৰ
ǽᒲུ߂˿ȾȝȤɞɽʽʞʯ˂ʉ˂ɰɭʵʃɁႆৰȾᩜȪȹɂǾ࿑Ⱦ۹Ȣɥ᝙ɞ॒ᛵɂ৞
ȫɜɟȽȗǿȰɟɂԨȾᣮαጕɁʙ˂ʓɰɱɬˁʇʟʒɰɱɬᩜᣵɁᅺឧɗ੫ᚓȺȕɝǾ
ɽʽʞʯ˂ʉ˂ɰɭʵʃȻɂ᜘ȶȹɕǾȰɟɜɁஒސᅺឧȝɛɆ੫ᚓɁ˨Ⱦ਽቏Ȫȹȗɞ
Ɔᴮǽ࿳ᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃ
ʟɫɮʵ৞౫ټ ʠ˂ʒʅɹʉ˂৞౫ټ
ᛓն৞౫ټʡʷɺʳʪʟɫɮʵ৞౫ټ ʨɹʷ৞౫ټ ᴥʠ˂ʒʅɹʉ˂Ⱦ৞౫Ȭɞ
ɰɭʵʃɁșȴǾʨɹʷȾɛȶ
ȹ޴ᚐȨɟɞɕɁ͏۶ᴦᣜᜤ৞౫ټ ˨ంȠ৞౫ټ ʨɹʷɰɭʵʃ
َᴯǽ࿳ᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃ
Ɔ 2ǽʹ˂ʪ
᫖ފʫ˂ʵټ ʗʍʒʹ˂ɹټ
ຍ͇ټ ʃɹʴʡʒټ ࿑ްɁʧ˂ʒጽႏ
Ⱥᄽ૚Ⱦ୏଒ɥᚐ
ȗǾ৞౫Ȭɞ
ຍ͇ʟɫɮʵɥጽ
ႏȪȹ৞౫Ȭɞ
VBA 
Scriptټ
Java
 Scriptټ
Java
ɬʡʶʍʒټ
ActiveX
ɽʽʒʷ˂ʵټ
َ 3ǽʹ˂ʪ
ࢿᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃ
ᒲࢄۄ඾ൡᑤȕɝ ᒲࢄۄ඾ൡᑤȽȪ
৞౫ˁۄ඾ˁᄉდȾ᪨ȪȹǾ
৞ՙॴ߂˿ɥ॒ᛵȻȬɞ
৞౫ˁۄ඾ˁᄉდȾ᪨ȪȹǾ
ݨ̿߂˿ɥ॒ᛵȻȬɞȟǾ
৞ՙॴ߂˿ɥ॒ᛵȻȪȽȗ
ʟɫɮʵ৞౫ˁʠ˂ʒʅɹ
ʉ˂৞౫ȮȭǾԨͶȺӦͽ
ȪǾۄ඾ˁᄉდȬɞ ʒʷɮɁజᮗ
ᝲျྭओ
࿳ᏲɁɽʽʞʯ˂ʉɰɭʵ
ʃƆᴮ ʹ˂ʪƆᴯ ʚɹʐʴɬ
َᴮǽࢿᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃ
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ɕɁɂ஥ɜȞȳȞɜȺȕɞǿ
ǽȦȦȺǾȈɮʽʟʵɲʽʀɰɭʵʃȉȻȈɽʽʞʯ˂ʉ˂ɰɭʵʃȉɥ෗ᢎ೫᜞Ȫȹɒ
ɞǿɮʽʟʵɲʽʀɰɭʵʃȾ͍᚜ȨɟɞȈᒲུɰɭʵʃȉɂᣮࢠɁکնǾ޼ɥȽȬȦȻ
ɂȽȢࢲ֪Ⱦႆ࿎ȻцސȪȹȗɞǿҰᣖɁȻȝɝǾɰɭʵʃȟȈᒲུȾȉȞȷȈ޼ɥȽȨ
ȭȉȾސ٣ȪȹȗɞکնɁ߂˿ɥᒲུ߂˿ (ȪȯɦȪɘȢȪɘ )Ȼ֣ɉǿ
ǽᒲུɰɭʵʃȾȝȗȹɂǾ̷ᩖȟᒲུɥᆍەȪȲɝǾఝᅺɁᬻڒȾᡍɒᣅɦȳکնȾǾ
ᒲུ߂˿юȾސ٣ȪȹȗȲȈɰɭʵʃȉȟ̷ᩖȾ৞౫Ȭɞǿᒲུ߂˿Ⱦȝȗȹɂ޼ɥढ਽
ȪȽȞȶȲɰɭʵʃȟǾȈ̷ᩖȉɁ߂˿Ⱦ৞౫ȬɞȻǾ޼ɥढ਽ȬɞɛșȾȽɞǿ
ǽȰȪȹǾȦɟȻպȫ࿡มȟȈɽʽʞʯ˂ʉ˂ɰɭʵʃȉȾȝȗȹɕᄉႆȪșɞǿɲʽʂ
ʕɬɂǾȰɁ৙֞ȺȈ࿑යȉȽސ٣Ⱥȕɞǿ᱖ɮʽʟʵɲʽʀɰɭʵʃȾȝȤɞȈᱫȉɁ
ɛșȽ࿡ৰȺȕɞȻȗțɞǿ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾ۹ȢɁɲʽʂʕɬɥᒲུ߂˿ȻȪȹސ٣ȪȹȗɞɕɁȺȕ
ɞȟǾयɜɁ۹ȢɂᄉდȪȽȗǿयɜɲʽʂʕɬȞɜǾͷɜȞɁጽᡅȺȈʙʍɵ˂ 9)ȉȻ
֣Ƀɟɞ̷ᩖȲȴȾ৞౫ȬɞȦȻȟȕɞǿɕȪȢɂǾͷɜȞɁՁىȺȈᒲུ߂˿ȉȺȕɞ
ȈɲʽʂʕɬȉȟȈ̷ᩖᇋ͢ȉȾߦȪȹᚱ޼৞ষɥધȶȲɝǾႾ۶৞ɥ৞ȫȲɝȪȲکնǾ
Ȉ৞౫ໃȉȻȽɞȦȻɕȕɞǿȲȳȪȰɁکնȾȝȗȹɕȈᄉდȉɂȪȽȗǿʙʍɵ˂ɂǾȈТ
ᇸȽȉɲʽʂʕɬȺȕɞکնȟ۹ȗǿɕȴɠɦयɜɂ (ʙʍɵ˂ȺȕɟǾᣮࢠɁɲʽʂʕ
ɬȺȕɟ )Ȉᒲུ߂˿ȉȺȕɞɁȺǾᄉდȬɞȦȻɂȽȗǿȦɁ̝ሗ᭒Ɂᒲུ߂˿ɁᤏȗɂȈ৞
౫ໃȻȽɞȞքȞȉȺȕɞǿ
޴᪨ȾɂǾȗȢȷȞɁሗ᭒ɁȈᒲུ߂˿ȉɥ৊ްȬɞ॒ᛵȟȕɞǿ
1)ͅɋɁ৞౫ໃȾȽɜȽȗᒲུ߂˿
2)ᒲུ߂˿ɋɁ৞౫ໃȻȽɞᒲུ߂˿
3)˹ᩖ߂˿ɋɁ৞౫ໃȻȽɞᒲུ߂˿
3.2.˹ᩖ߂˿ȾȝȤɞႆৰ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾԨ࿲Ⱥɂ᣹ԇȺȠȽȗǿɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾʙʍ
ɵ˂ɥ߂˿ȻȪȹѓႆႇȨɟɞᤈሌȾȝȗȹ᣹ԇȪǾȰɁ᣹ԇढɂȈ̦ሗȉȻ֣Ƀɟɞǿ
ɑȲǾ᫖ފൡبȾɛȶȹۄ඾ȬɞکնɕȕɞǿȦɁȻȠǾʙʍɵ˂ȽȼɁ߂˿ɥȈ˹ᩖ߂˿ȉ
Ȼ֣ɆǾ᫖ފൡبɕȪȢɂȰɁʰ˂ʀ˂ɥȈ৞ՙॴ߂˿ȉȻ֣ɉǿȈ˹ᩖ߂˿ȉȾɛɞۄ඾ɂǾ
͏˩ɁጽᡅȺᚐɢɟɞǿ
ḧʙʍɵ˂ȟɽʽʞʯ˂ʉ˂ɰɭʵʃȾ૚᜔
ǽȦɁȻȠǾʙʍɵ˂ɁΈႊȪȹȗɞ᫖ފൡبȰɁɕɁɂǾɽʽʞʯ˂ʉ˂ɰɭʵʃȾ৞
౫ȪȽȗکնȟ۹ȗǿȽȯȽɜǾ˹ᩖ߂˿ȻȪȹඩࢠȾൡᑤȬɞȲɔȾɂǾȰɁΈႊൡب
ȟȈඩࢠȾӦͽȪȹȗɞȉȦȻȟ॒ᛵȺȕɝǾɑȲǾˢᓐᄑȾ᜘ȶȹȈʙʍɵ˂ȉɂǾ෗
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ᢎᄑᯚȗʶʣʵɁȈɰɭʵʃ᩻឴ȉɥᒲɜɁ᫖ފൡبȾஃȪȹȗɞکնȟ۹ȗȦȻȾɛɞǿ
ȪȲȟȶȹǾȈ˹ᩖ߂˿ȉȻȪȹɁʙʍɵ˂ȟɰɭʵʃȾ૚᜔ȬɞȻȗșȦȻɂǾʙʍɵ˂
ȟȈȕɞɽʽʞʯ˂ʉ˂ɰɭʵʃɁষڨɥᅺɞȉȻȗșȦȻȾኄȪȗǿ
Ḩʙʍɵ˂ȟᝲျᄑ 10) Ⱦɽʽʞʯ˂ʉ˂ɰɭʵʃȾ৞౫
ǽ˹ᩖ߂˿ɂǾষڨᆍەىފȻȪȹɁɽʽʞʯ˂ʉ˂ɰɭʵʃɁȈͷɜȞɁᛵጨȉȾɛȶ
ȹ৞౫ȬɞǿȦɁ bͷɜȞɁᛵጨȉȾȷȗȹɂऻȾ೫᜞ȬɞȟǾ˹ᩖ߂˿Ɂሗ᭒ɗॴ᠎Ƚ
ȼȾɛȶȹȈ৞౫ȬɞᛵىȉɂႱȽɞǿȦɁȻȠ˹ᩖ߂˿ɂȈ࿎ျ৞౫ȪȽȗȉȦȻȾา
৙ȟ॒ᛵȺȕɞ 11ᴦ ǿ
ḩʙʍɵ˂ȾȝȗȹǾɽʽʞʯ˂ʉ˂ɰɭʵʃȟ᣹ԇɥᤁȥɞ
ǽˢᓐȾǾʙʍɵ˂ɂȈᅺឧȉȻȪȹ۹ୣɁষڨᆍەىފɥ఍ȪȹȗɞǿȷɑɝȈᝲျ৞౫ȉ
Ȫȹȗɞ࿡ৰȺȕɞǿȰɟɜȟȈᙤնȉȨɟǾ᣹ԇȪȲढࣻɁɽʽʞʯ˂ʉ˂ɰɭʵʃȟ
ȈষڨȉȻȪȹᄉႆȬɞǿȼɁɛșȽɽʽʞʯ˂ʉ˂ɰɭʵʃȟᄉႆȬɞȞɂǾȰɁ˹ᩖ
߂˿ɁᑲюȾȼɁɛșȽȈষڨᆍەىފȉȟȬȺȾސ٣ȪȹȗȲȞȾ۾ȠȢΗސȬɞ 12)ǿ 
Ḫᝲျ৞౫ȪȲʙʍɵ˂ (˹ᩖ߂˿ )ȟǾɽʽʞʯ˂ʉ˂ɰɭʵʃɥ᫖ފᄑݨͶɋȻሉ೤
Ȭɞ
ǽȦɟɂǾ˹ᩖ߂˿ɁᒲᄉᄑᚐӦȻȪȹᚐɢɟɞکնȟ۹ȗǿɕȴɠɦǾȦɁȻȠǾ˹ᩖ
߂˿ɁȈʡʷɺʳʩʽɺ੫ᚓȉȈʇʟʒɰɱɬɲʽʂʕɬȻȪȹɁ੫ᦀȉȈᣮα੫ᚓᐐȻȪ
ȹɁ੫ᚓӌȉȽȼȟफᬭȪǾȰɟɜȾɛȶȹǾ޴᪨ȾᄉႆȬɞɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾ
ऐȗ৞౫ӌɗᆍەӌɕȪȢɂგՁॴɥ఍ȬɞɛșȾȽɞǿ
ǽȕɞɽʽʞʯ˂ʉ˂ɰɭʵʃȾᝲျ৞౫ȪȲ˹ᩖ߂˿ɂǾȰɁɰɭʵʃɥȈ᣹ԇȉȨȮǾ
̦ሗɥႇႆȬɞکնȟȕɞǿȰɁȻȠ۾ᦀɁ̦ሗȟᄉႆȬɞɰɭʵʃȻǾȰșȺȽȗɕɁ
ȟސ٣ȬɞȦȻȟᅺɜɟȹȗɞȟǾȰɟɂȈᝲျ৞౫ȉȪɗȬȗɕɁȻǾȰșȺȽȗɕɁ
ȟސ٣ȬɞȦȻȾɛɞǿɑȲǾᝲ ျ৞౫ȪȲɕɁȺȕȶȹɕǾ̦ ሗȟႇႆȨɟȽȗ᭒Ɂɰɭ
ʵʃȟސ٣ȬɞǿȰɟɂǾᝲျ৞౫Ɂ࢜ፀȻȪȹɁɽ˂ʓɁႆ਽Ɂᫍ஧࣊ȽȼȾɛȶȹ۹
ґȾࡿծȨɟȹȗɞȻᐎțɜɟɞǿఊᣋํᚐȪȹȗɞ botȽȼȾȝȗȹɂǾɽ˂ʑɭʽɺ
ȟ߁஧ȺȕɞʃɹʴʡʒጕɁ᜘᝙ȺంȞɟȹȗɞɕɁȟ۹ȢǾ۾ᦀɁ̦ሗɁᄉႆɁՁىȻ
ȽȶȹȗɞȻᐎțɜɟɞǿ
˹ᩖ߂˿ȻȪȹɁʙʍɵ˂ɁႆৰȾᩜȪȹɂǾఝᅺɁ᥂ґɕ۹ȢǾयɜȟȼɁɛșȽɕɁ
Ⱦᝲျ৞౫ȪɗȬȗɁȞǾɕȪȢɂयɜȟȼɁɛșȽɕɁȾ᜔ਖ਼ɥͩɃȪɗȬȗɁȞȾȷ
ȗȹɂǾ̾ऻȨɜȾጀ౼ȪȽȢȹɂȽɜȽȗǿ
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3.3.৞ՙॴ߂˿ȾȝȤɞႆৰ
ǽȬɌȹɁɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾᒲུ߂˿ȺȕɞᆅሱᐐɗɲʽʂʕɬɁᑲюȺᄉႆ
ȪǾ˹ᩖ߂˿Ⱥȕɞʙʍɵ˂ɁᑲюȺ۰ॴȨɟǾȨɜȾ᫖ފᄑݨͶɥጽႏȪȹǾȰɁͅɁ
᫖ފൡبɗȰɁʰ˂ʀ˂ȾߦȪȹͤ౫ˁ৞౫ȪȹȗȢǿȰɁȻȠǾ৞౫аȻȽɞ᫖ފൡب
ȝɛɆʰ˂ʀ˂ɥȈ৞ՙॴ߂˿ȉȻ֣ɉǿ৞ՙॴ߂˿ȟ᫖ފൡبȺȕɞȞʰ˂ʀ˂ (̷ )
ȺȕɞȞȾɛȶȹǾȰɁറৰɂႱȽɞǿ
ḧ৞ՙॴ߂˿ȟ̷Ⱥȕɞکն
ǽ৞ՙॴ߂˿ȻȗșکնɁ b৞ՙॴȉȻɂǾͷɜȞɁგՁॴɁफᬭɥՙȤɞȻȗș৙֞ɥ
ધȶȹȗɞǿგՁॴɁሗ᭒ȾɛȶȹǾȼɁɛșȽᚐӦȟৎᠭȨɟɞȞɂറȁȺȕɞȟǾ۹
ȢɁکնȾɂȈষڨɁᣞҋȉȻȽɞǿɕȪȢɂǾɽʽʞʯ˂ʉ˂ɰɭʵʃɁ޴ᚐढࣻʟɫ
ɮʵȰɁɕɁɥȈݨ̿ȬɞȉȻȗșکնɕȕɞǿ৞౫Ɂፀ౓ȻȪȹȈݨ̿ȉȟᄉႆȬɞȻ
ȗșکնǾȈݨ̿ॴ߂˿ȉȻɁᤏȗȟ஥ᆬȺɂȽȢȽɞȻɕ९ɢɟɞȟǾ̷Ⱥȕɞ৞ՙॴ
߂˿ȾȝȤɞȈݨ̿ȉȻɂǾᝲျ৞౫ȪȲʰ˂ʀ˂ɁᑤӦᄑȽᚐའȾɛȶȹݨ̿ȟᚐɢɟ
ɞکնɁȦȻɥ઩Ȭǿ
ǽ৞ՙॴ߂˿Ⱦȝȗȹɽʽʞʯ˂ʉ˂ɰɭʵʃȟ᣹ԇȬɞȦȻɂȽȢǾ᚜ᬂᄑȾɂԨȾ໿
͟ȪǾͅɁ৞ՙॴ߂˿ȾߦȪȹɁ৞౫๊Ӧɗᆍە๊ӦɥᚐșȦȻȻȽɞǿɕȴɠɦǾȈ৞
ՙॴȉɥ఍Ȭɞ᫖ފൡبɗʰ˂ʀ˂ȾȝȗȹɂǾგՁॴȟᄉႆȪǾᄉდȬɞǿȲȻțɃǾ
ʟɭʍʁʽɺ᜷඙ȾȝȗȹǾρ̷ষڨɥᣞҋȪȹȪɑȶȲɝǾIDɗ PWɥᣞαȪȹȪɑȶ
ȲɝȬɞکնȽȼȟȰɟȾᝉछȬɞǿȨɜȾɂǾȰɟȻ෥ȸȞȭȾɰɭʵʃɥֆɦȳຍ͇
ʟɫɮʵɥᩒȗȹȪɑȶȹ৞౫ȬɞکնȽȼɕȈ৞ՙॴ߂˿ȉɁറৰȻᐎțɞȦȻȟȺȠ
ɞǿȦɁȈ৞ՙॴȉɥɛɝࢿȢȻɞɁȺȕɟɃǾʋɱ˂ʽʫ˂ʵȽȼɁ୫᜘ɕȈგՁॴȉ
ɥ఍ȪȹȗɞɕɁȻᐎțɜɟɞǿʋɱ˂ʽʫ˂ʵɥᣞαȪȹȪɑșȦȻȟȈᄉდȉȺȕɝǾ
ȬȽɢȴ৞ՙॴ߂˿ȻȪȹɁॴ᠎ɥ఍ȪȹȗȲȻްᏲȬɞȦȻɕȺȠɞǿ
ǽɑȲǾ৞ՙॴ߂˿Ⱥȕɞʰ˂ʀ˂ȟᝲျ৞౫ȬɞȦȻȾɛɝǾɽʽʞʯ˂ʉɰɭʵʃȟ
ȈᝲျᄑȾ໿͟ȬɞȉȦȻɕȕɞǿȦɁȻȠǾȰɁ৞ՙॴ߂˿ɂȈ˹ᩖ߂˿ȉȻȽɞǿ˹
ᩖ߂˿ȾȝȗȹɂȈგՁॴȉɂӛ౓ɥધȲȽȗǿȷɑɝǾȈ৞ՙॴ߂˿ȉȟგՁॴȾߦȪ
ȹɁȈ৞ՙॴȉɥ܅șȦȻȟǾ৞ՙॴ߂˿ȟ˹ᩖ߂˿ (=ʙʍɵ˂ )ȾȽɞȲɔɁస͔Ⱥ
ȕɞȻ᜘țɞǿȷɑɝȰɟɂǾȈɽʽʞʯ˂ʉ˂ɰɭʵʃɁᚱ޼ɥՙȤȽȗ࿡ৰȾȽɞȉ
ȦȻɥ઩Ȭǿ
Ḩ৞ՙॴ߂˿ȟ᫖ފൡبȺȕɞکն
ǽ৞ՙॴ߂˿ȻȪȹ᫖ފൡبɥ৊ްȬɞکնǾˢ ᓐȾǾ৞౫ጽᡅɁሗ᭒Ⱦɛȶȹɽʽʞʯ˂
ʉ˂ɰɭʵʃɥґ᭒Ȭɞکնȟ۹ȗǿ৞ՙॴ߂˿ɥᣮȪȹɁ৞౫ጽᡅɂ͏˩ɁɛșȾ۹ሗ
ސ٣Ȭɞǿ
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1)ʟɫɮʵጽႏ (ʒʷɮɁజᮗ )
ǽ1-1)ɬʡʴɻ˂ʁʱʽʟɫɮʵጽႏ
ǽ1-2)᫖ފʫ˂ʵຍ͇ʟɫɮʵጽႏ
2)ᣮαʧ˂ʒጽႏ
ǽ2-1)P2Pʧ˂ʒጽႏ
ǽ2-2)Telnetʧ˂ʒጽႏ
3)Webጽႏ
ǽ3-1)JavaScriptጽႏ
ǽ3-2)ActiveXጽႏ
ǽ3-3)CSSጽႏ
ǽ3-4)ʢʵʛ˂ɬʡʴɻ˂ʁʱʽ (ʡʳɺɮʽ )ጽႏ
ǽ3-5)ʠʳɰʀ˂ (HTML)ጽႏ (ʠʳɹʳ )
4)ɬʡʴɻ˂ʁʱʽጽႏ
ǽ4-1)ʫ˂ʳ˂ጽႏ
ǽ4-2)ʡʶɮʮ˂ጽႏ
ǽ4-3)GDIጽႏ
ǽ4-4)ʨɹʷጽႏ (ʨɹʷɰɭʵʃ )
ǽ˨ᜤґ᭒ɁșȴǾ࿑Ⱦ1)ɥTorojan(ʒʷɮɁజᮗ )Ȼ֣ɆǾɑȲ2)ɥʹ˂ʪȻ֣ɉǿɑȲǾ
3)ȾɂǾȈʠʳɰʀ˂ɹʳʍʁʭ˂ȉȟֆɑɟɞȟǾඩᆬȾɂȈɰɭʵʃȉȾґ᭒Ȩɟɞ
᭒ɁɕɁȻɂˢ፷ɥ႕Ȭɞ॒ᛵȟȕɞǿȦɟɜɁșȴȾɂǾ৞ՙॴ߂˿ȻȪȹɁʰ˂ʀ˂
ɥ৊ްȪȹȗɞɕɁȟֆɑɟȹȗɞȟǾట఼ǾՋ߈Ⱦґ᭒ȪȹȝȢɌȠȺȕɞǿ
3.4.ݨ̿߂˿ȾȝȤɞႆৰ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃȾ৞౫ȪȹɕǾȰɁ৞౫ᐐ (৞౫ൡب )ȟᄉდȪȽȗکնȟȕ
ɞǿȰɁɛșȽȻȠǾȰɁ৞౫ᐐ (৞౫ൡب )ɥȈݨ̿߂˿ȉȻ֣ɉǿ
ݨ̿߂˿Ɂސ٣ɂǾ᫿ࢠȾ܋ܰȽɕɁȺȕɞɛșȾ᛻țɞǿ৞౫ȪȲɁɒȺᄉდȮȭǾԨ
ȾͅɁ৞౫ᐐ (৞౫ൡب )ȾߦȪȹǾɰɭʵʃɥ৞౫ȨȮɞȦȻɥᄻᝲɓɕɁȳȞɜȺȕ
ɞǿȰɁɛșȽɕɁɁ͍᚜ȻȪȹʹ˂ʪȟȕȥɜɟɞǿʹ˂ʪɂǾ৞౫ߦ៎ȟᄉდȪȽȗ
ɑɑǾ৞౫ߦ៎ɥᠴȟȞɝȻȪȹҝɁ৞౫ߦ៎ɋȻછୠȪȹȗȢǿɕȴɠɦǾ৞౫ߦ៎ȟ
ᄉდȬɞȦȻɕȕɞǿݨ̿߂˿ȻȪȹળᓋșȦȻȻǾ৞ՙॴ߂˿ȺȕɞȦȻɂ˵቏Ȫșɞǿ
ብᄑȾ᜘șȽɜɃǾ໿͟ఙȾȝȗȹɂݨ̿߂˿ȻȪȹળɞᓋȗǾऻȾᄉდȬɞȻȗșکն
Ƚȼɥ৊ްȬɞȦȻȟȺȠɞǿ
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ǽɑȲǾbotȾȝȗȹɂǾݨ̿߂˿ȟ᥾ᛵȽमҾɥઆșǿbotɂǾқఙɁ෉᪡Ⱦȝȗȹɂ
ጠུȲɞȈݨ̿߂˿ȉȻȪȹળɞᓋșǿȽȯȽɜȈɛɝ۹ȢɁ߂˿Ⱦ৞౫ȬɞȦȻȉȟ
botɁқఙɁᄻᄑȳȞɜȺȕɞǿԚґȽୣɁ৞౫ᐐ (৞౫ൡب )ɥीȲ஽ཟȺǾbotɂͷ
ɜȞɁጽᡅȺȈ઩ᇉȉɥՙȤǾȰɟȾɛȶȹᄉდȬɞǿ
ǽȦɁɛșȽʉɮʡɁɰɭʵʃɗ߆ႆᘖɂǾᒲུႜȾɂސ٣ȪȽȗǿȪȲȟȶȹǾbotɂȈɽ
ʽʞʯ˂ʉ˂ɰɭʵʃȉȾґ᭒ȨɟȾȢȗɕɁȺȕɞȻɕȗțɞȟǾ஥ɜȞȾmalware
ȺɂȕɝǾȈࢿᏲɁɽʽʞʯ˂ʉ˂ɰɭʵʃȉȾɂґ᭒ȨɟɞɌȠɕɁȺȕɞǿ
ǽbotɗˢ᥂Ɂʹ˂ʪɂǾݨ̿߂˿Ⱥȕɞ෉᪡ȻǾ৞ՙॴ߂˿Ⱥȕɞ෉᪡Ɂ̝ȷɥધȷȈ࿑
යȽɽʽʞʯ˂ʉ˂ɰɭʵʃȉȺȕɞȻ᜘țɞǿbotɂǾͷɜȞɁȈ઩ᇉȉȾɛȶȹǾ৞
౫ᐐȺȕɞݨ̿߂˿ɥȈ৞ՙॴ߂˿ȉɋȻ۰ԇȨȮɞǿbotɁ৞ՙॴȻɂǾȈͅɁ᫖ފൡ
بɋɁ୏଒ᩒܿȉȻȽɞکնȟ۹ȢǾ߂˿ൡبȾȝȗȹɂგՁॴȟᄉးȨɟȽȗکնȟ۹
ȗǿᚱ޼ɂǾ߂˿ൡبȟ୏଒ߦ៎ȻȪȲൡبȾȝȗȹᄉႆȬɞǿȦɁȻȠǾȈ߂˿ȉȾȝ
ȗȹᄉდȬɞგՁॴɂȈͅᐐɋɁ୏଒ȉȻȽɞǿ
3.5.ጶ߂˿ȾȝȤɞႆৰ
ǽጶ߂˿ɂǾȈ৞ՙॴ߂˿ȉɁˢढৰȺȕɞǿ৞ՙॴ߂˿ɁșȴǾ৞౫ȪȲɽʽʞʯ˂ʉ˂
ɰɭʵʃɁᆍە๊ӦȽȼȾɛȶȹǾʁʃʐʪȰɁɕɁȟʊɰʽȬɞȽȼɁȈӦͽ˪пȉɥ
ᄉႆȬɞکնǾȰɁ߂˿ɥȈጶ߂˿ȉȻ֣ɉǿछқȞɜጶ߂˿Ɂސ٣ȟ৊ްȨɟȹȗȽȗ
ɽʽʞʯ˂ʉ˂ɰɭʵʃɕސ٣ȬɞǿȷɑɝǾጶ߂˿ȻɂǾȕɞɽʽʞʯ˂ʉ˂ɰɭʵʃ
ȟȈఊጶᄑȽࡾͽߦ៎ȉȻȪȹ৊ްȪȹȗɞ᫖ފൡبȟȕɞکնɁǾȰɁȈߦ៎ȻȽɞ᫖
ފൡبȉɁȦȻɥ઩Ȭǿ
´® ȝɢɝȾ
ǽɽʽʞʯ˂ʉ˂ɰɭʵʃɁႇႆ /ᄉႆɥນऍȨȮɞɁɂǾԨȾȈ᩻឴ᄑȽ૞ᏚȉɁɒȺ
ɂᫍȪȗǿး٣ɑȺɁɰɭʵʃ᩻឴ȾȝȗȹɂǾటᝲȾȝȤɞ৞ՙॴ߂˿ȝɛɆݨ̿߂˿
ȾȝȤɞߦኍɁɒȟ೫᜞ȨɟȹȗɞǿȪȞȪȽȟɜǾɽʽʞʯ˂ʉ˂ɰɭʵʃɁʳɮʟɿ
ɮɹʵȾᨺɒɟɃǾ˹ᩖ߂˿ȾȝȤɞߦኍȟӛ౓ᄑȺȕɞȦȻɥ઩ଊȪșɞǿᒲུɰɭʵ
ʃȻɽʽʞʯ˂ʉ˂ɰɭʵʃɁఊɕ۾ȠȽᄾᤏཟɂǾȈɽʽʞʯ˂ʉ˂ɰɭʵʃɂǾ̷ȟ
ͽ਽ȬɞɕɁȉȺȕɞȻȗșཟȾȕɞǿɽʽʞʯ˂ʉ˂ɰɭʵʃȟటᝲȺ૬ಘȪȲɛșȽ
ʳɮʟɿɮɹʵɥ఍ȪǾ᣹ԇȪǾᄉႆȪǾͤଞȪȹȗȢȻȗșȦȻɥᐎਁȾоɟȲߦኍɥ
ᎃɜȽȗ᪅ɝǾȰɁᄉႆୣɥͲ˩ȨȮɞȦȻɂᫍȪȗȻᐎțɜɟɞǿȰɁȲɔȾɂǾటᝲ
ȺᣖɌȲകॡɁșȴǾȻȢȾȈ˹ᩖ߂˿ȾȝȤɞႆৰȉɥጀ౼ȪǾȰɁ෉᪡ȾȝȤɞӛ౓
ᄑȽߦኍɥ቏ಘȬɞ॒ᛵȟȕɞȻᐎțɜɟɞǿȦɁґ᥿Ɂᆅሱɂብ፳ȺȕɞȟǾ̾ऻɁᄉ
ࠕȟఖɑɟɞǿ
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ȗɞʁʃʐʪɁȈˢᛵጨȉȺȕɞǿȲȻțɃǾʫ˂ʵጽႏȺɁ৞౫ɁکնǾȈ̷ȉȟ᝝଩ͽɥȬ
ɞȦȻȾɛȶȹ৞౫ȟࢿȟɞکնȟȕɞȟǾȰɁɛșȽ᝝଩ͽɥ᝗߳ȬɞɛșȽɽʽʞʯ˂ʉ˂
ɰɭʵʃȺȕɞکնǾȈ̷ȉɥ৞ՙॴ߂˿Ȼᐎțɞ॒ᛵȟȕɞǿ
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ႊȪȹȗȲʰ˂ʀ˂Ɂ۾ԡɂȈᝲျ৞౫ȉȪȹȗȽȗǿȦɟȾɂឰᝲȟ॒ᛵȺȕɞȟǾး࿡ȺɂǾ
ȦɁްᏲɥ૗ႊȬɞǿ
า 5)Cohen, F. 1984. Experiments with Computer Viruses. http://www.all.net/books/virus/
part5.html (accessed January 29, 2006).
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ɛɞǿhttp://www.ipa.go.jp/security/antivirus/kijun952.html(accessed January 29, 2006)
า 8)టᝲȾȝȗȹɂǾȈ᫖ފൡب˨Ɂސ٣Ȭɞʟɫɮʵˁʠ˂ʒʅɹʉ˂ɋɁ৞౫ɗɰɭʵʃట
ͶɁᛓᛏȉɥȈ࿎ျ৞౫ȉȻ֣ɆǾȈষڨȻȪȹ৞౫ȬɞȦȻȉɥȈᝲျ৞౫ȉȻ֣ɉǿ
า 9)Ȉʙʍɵ˂ (hacker)ȉȻɂǾhackȻȗșӦ᜽Ɂ์ႆढȺȕɞǿhackȻɂట఼ǾͷɜȞɁʁ
ʃʐʪɗʡʷɺʳʪɥȈ˨ਖ਼Ⱦᜓ౏ȪȲɝ୎ᣲȪȲɝȬɞȉȻȗșሌ࣊Ɂ৙֞ȺΈɢɟȹȠȲȟǾ
း٣ȾȝȗȹɂȈʁʃʐʪɁᚾɥȞȗȲɝǾʁʃʐʪɁᑧऍॴɥȷȢȦȻȾɛȶȹǾͷɜȞɁ˪
ඩᚐའɥᚐșȉȻȗș৙֞ȺΈɢɟɞɛșȾȽɝȷȷȕɞǿటᝲȺɂǾȦɁᜓ᥺Ɂ۰ᤢɥ૗ႊȪǾ
Ȉʙʍɵ˂ȉɥǾि఼Ɂ৙֞ȺɁȈɹʳʍɵ˂ (cracker)=ᆍەᐐȉɗȈɮʽʾɱ˂ʊ˂ (invader)=
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า 12)ɑȳǾȼɁɛșȽȈষڨᆍەىފȉȾɕ৞౫ȪȹȗȽȗʙʍɵ˂ȟқɔȹȈ৞౫Ȭɞȉጽ
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